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Security testing has always been an important step in the application development process. Yet, traditional 
measures often occur too late in the process to effectively find and fix vulnerabilities before causing costly 
production delays, or worse, putting your organization at risk for potential security breaches. 

To minimize security-related costs and risks, testing needs to occur sooner and more frequently throughout the 
development process. But how can you accomplish this while keeping pace with growing application 
development demands?  Automation is the answer. Development teams have been using automation to 
streamline manual activities such as build, deployment and functional testing for years now, and it’s time security 
testing joins the mix. By integrating automated security validation into your Continuous Integration (CI) / 
Continuous Development (CD) pipeline, you can catch vulnerabilities sooner, reducing the potential risk and 
financial impact.

Here are five ways automated technology tools can help 
safeguard your CI/CD pipeline:

CONTINUOUS INTEGRATION 
Your continuous integration (CI) pipeline provides a ready-made check-in point to install 
the following automated security gates and pinpoint vulnerabilities.

Static Application Security Testing (SAST) provides the earliest check-in opportunity, 
allowing you to identify potential issues at the coding stage, so you can resolve 
problems without breaking builds or allowing vulnerabilities to get passed to the final 
application release. 

Automation tools: Commercial solutions like Checkmarx help to identify hundreds of 
security vulnerabilities and weaknesses in custom code.  You can also leverage .NET 
development analyzers like Security Code Scan to detect various vulnerability patterns 
that can compromise code security.
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Just because your code is secure doesn't mean your entire application is protected. 
Most applications use a large number of dependencies, or 3rd-party Open Source 
Software (OSS) components. These may have various security vulnerabilities and put 
your application at risk.

Automation tools:  Whitesource Bolt for Azure DevOps is a free tool you can use to 
effectively scan all of your projects not only to detect OSS components, but also 
identify and provide fixes for any known vulnerabilities. 
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Human error is always a security concern, especially when it comes to credentials. 
Just consider how many times you’ve heard of developers committing code only to 
later realize they’d accidently included a password. These errors can lead to high-cost 
consequences for your organization. 

Automation tools: Microsoft Credential Scanner (CredScan) identifies credential leaks 
such as those in source code and configuration files, including default passwords, SQL 
connection strings and Certificates with private keys. This is just one of many security 
validation tools included in the Microsoft Security Code Analysis extension for the 
Azure DevOps Services platform. 
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Unlike SAST, which looks for potential security vulnerabilities by examining an 
application from the inside—at the source code—Dynamic Application Security 
Testing (DAST) looks at the application while it is running to identify any potential 
vulnerabilities that a hacker could exploit.  

Automation tools: OWASP Zed Attack Proxy (ZAP) is an open source tool for 
performing pen testing on web applications and APIs. Pen testing helps ensure that 
there are no security vulnerabilities hackers can manipulate. It can be installed as a 
client application or come configured on a docker container. Finally, in addition to 
validating the application, the infrastructure should be validated to check for 
vulnerabilities. When using a public cloud, deploying the application and shared 
infrastructure is easy, so it’s important to validate that everything has been done 
securely. 

Automation tools: Azure includes many tools to help report and prevent these 
vulnerabilities including Security Center and Azure Policies. The Secure DevOps Kit 
(AzSK) is a collection of tools and resources that are designed to help DevOps teams 
automate security into their native workflows. AzSK provides guidance for rapidly 
scanning, deploying and operationalising cloud resources, across different stages of 
DevOps, while maintaining controls on security and governance. 5VERIFYING
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CONTINUOUS DELIVERY
Once an application is deployed, you can continue to scan for vulnerabilities through the 
following automated continuous delivery (CD) pipeline capabilities.   

Enabling continuous security validation through your CI/CD pipeline can help fortify your applications against an 
expanding array of security threats that can lead to significantly higher costs and exposure. At the same time, 
automation tools can provide you with added layers of protection while meeting the application development 
demands of your organization.  

For more information about automating continuous security 
validation into your CI/CD pipeline and DevOps practice, visit 
https://apaxon.co.uk/solutions/agile-devops/.
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